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Security guards: what 

powers do they really have?
 

Powers  of  security  guards 
These days when you are out and about you probably see more security guards than 
police. And if you are young, you might have a love-hate relationship with security 
guards: maybe you love the safety they provide, and you probably hate it if they 
hassle you unfairly. 

What powers do they actually have? And what is a security guard anyway? 

Is a security guard like a cop? 
Security guards are licensed by the NSW government. But this licence doesn’t give 
them special powers like the police have. 

In privately-owned spaces such as shopping centres, security guards are employed 
to enforce the rules of the owner. For example, security guards can ask you to leave 
if they don’t want you there. 

Other people – like shop owners and staff, store detectives and bouncers – have 
similar powers to security guards in private property. So the words security guards 
below also mean these other people. 

Some CityRail staff, Sydney Foreshore Authority staff, and local council rangers 
(also called law enforcement officers) have different powers to security guards. This 
section does not cover these officials. 

Their powers depend on where they are 
Security guards work in two different kinds of places: 

■	 privately-owned places such as inside shops, shopping complexes, 
cinemas, fast food outlets, and privately-owned car parks 

■	 publicly-owned places such as parks, trains, footpaths and roads, 
including footpaths outside shops. 
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In both of these places, security guards, like any other citizen, have the power to 
make a citizen’s arrest. Aside from this, their power varies according to whether 
they are in a public or privately-owned place. 

In privately-owned places 
Where security guards are working in a privately-owned place such as a shopping 
centre, they have a large range of powers conferred on them as employees or agents 
of the owner. See Powers of security guards in privately-owned places on page 189. 

In publicly-owned places 
In a public place, a security guard has no more power than you or any other citizen. 
A security guard can ask for your name and address, or any other question, but you 
have every right to ignore them. Likewise, security guards in publicly-owned places 
cannot move people on, tell them to leave, search their bags, or take their property. 

A security guard may make a citizen’s arrest if they catch you committing an offence 
(see Citizen’s arrests below). 

Citizen’s  arrests 

Can a security guard arrest me? 
A security guard, just like any other member of the public, can make a citizen’s ar-
rest. 

A citizen’s arrest is when an ordinary person arrests, or detains, another person for 
having committed or attempted to commit a crime. 

As this section will explain, the power to make a citizen’s arrest is far more limited 
than the power that the police have to make arrests. 

When can a security guard (or anyone else) make a 
citizen’s arrest? 
Security guards can arrest you if: 

■	 you have committed a crime 

■	 you have attempted to commit a crime, or 

■	 there is an immediate danger of a breach of the peace. A breach of 
the peace means a threat of violence or property damage. It does not 
include mere annoyance, abusive language or general disturbance. 
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188 Youth Justice: Your Guide to Cops and Court in NSW 

Mere suspicion that you have done something wrong  
is not enough 
Unlike the police, security guards cannot act on mere suspicion. A citizen’s arrest is 
only legal if the person making the arrest knows for sure that the other person has 
committed a crime. So security guards can only arrest you if they actually catch you 
in the act of committing a crime, or trying to commit one. 

Even if a security guard sees someone standing in the street carrying a bag marked 
‘swag’, wearing black clothes and a balaclava, they do not have the power to arrest 
them just because they suspect they have stolen something. Only a police officer has 
the power to arrest on suspicion. 

If a security guard suspects that you may have committed an offence, without know-
ing for sure, they can call the police, but they have no power to detain you while 
waiting for the police to arrive. 

If a security guard (or anyone else other than police) arrests you for any offence 
without knowing for sure that you did it, this is a wrongful arrest. You can take ac-
tion against the security guard of their employer – talk to a lawyer. 

security guards make an unLawfuL arrest 

Jackie, 16, was shopping with her friend Lisa. They were approached by two security 
guards who told them that a shopkeeper suspected Lisa had stolen something, and 
asked to search their bags. Jackie had a mobile phone and the telephone number 
for a youth legal service. She rang and asked a solicitor whether she had to let 
the security guards search her bag. While Jackie was speaking to her solicitor, the 
security guards grabbed her, told her she had to go to the security office with them 
and told her to turn off her phone. When she refused, a security guard took her phone 
and turned it off. They then frog-marched Jackie and Lisa back to the security office 
and called the police. When the police arrived, they searched both Jackie and Lisa 
but did not find any stolen property. Jackie and Lisa were both released. 

Jackie’s solicitor later spoke to one of the security guards, who at first tried to say 
that Jackie and Lisa had accompanied them to the office voluntarily. He eventually 
admitted that Jackie and Lisa hadn’t come to the office voluntarily, and that they 
had been detained on the basis of a mere suspicion. Jackie’s lawyers wrote to the 
security guards’ employer seeking compensation for assault and false imprisonment. 
They settled the matter by paying Jackie some compensation. 

Use of reasonable force 
If a security guard arrests you, or expels you from a privately-owned place, they are 
allowed to use reasonable force. This means that they must not use more force than 
necessary, for example, kick you or throw you down stairs. 
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If a security guard uses unreasonable force, they are committing an illegal assault. If 
you aren’t sure whether the force was reasonable or unreasonable, get some advice 
from a lawyer. 

If someone assaults you, you have several legal options. First, make sure that you 
get any witnesses’ names and addresses, and then go immediately to a doctor and 
get them to examine your injuries. Get photos of any injuries and have the doctor 
or someone else witness the photos. You can then report the assault to the nearest 
police station and ask the police to investigate. If the police are unhelpful, talk to a 
lawyer. 

After a security guard has arrested you 
If a security guard arrests you, they must call the police as soon as possible. If they 
have lawfully arrested you after witnessing you committing an offence, they have 
the power to detain you for a reasonable time until the police arrive. 

It is the police who decide how to deal with you, for example warn or caution you, 
fine you or give you a court attendance notice. 

Powers  of  security  guards  in 
privately-owned  places 

What is a privately-owned place? 
Most people think that places like shopping complexes, cinemas, fast food outlets 
and shops are public places because the general public can walk in and out freely. 
Although the public has access to these areas, legally they are privately-owned plac-
es because they are owned and controlled by private individuals and companies (not 
by government). This means that the legal relationship between the shop owner and 
you is the same as the relationship between you and a guest in your own home. 

In your own home you have the legal right to throw out visitors who do not stick to 
your rules, whatever they are. Once you tell a visitor that you don’t want them on 
your property, and they don’t go, they are trespassing on the property. You then 
have the right to use reasonable force to throw them out. The police can charge 
them with trespass (remaining on inclosed lands). 

It is the same for the general public in privately owned places. In somewhere like a 
shopping complex or cinema, the security guards and other staff enforce the rules of 
the owner. They can deal with anyone on the property according to the owners’ rules 
(as long as the guard doesn’t break the law). 
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Conditions of entry 
Many shops, fast food places, shopping complexes and cinemas have conditions of 
entry that you accept when you enter (even though you might not know what the 
conditions are). If you break those conditions, the security guard or other staff can 
tell you to leave (and they can use reasonable force to remove you if you refuse). 

The rules of entry are different at different places and may include rules like: 

■ you must open your bag for inspection at any time 

■ you must not disturb other shoppers or movie goers 

■ you must obey any direction from staff or security. 

So even though you might think that you have the right to be in these places when-
ever you want, you don’t. Staff and security can decide to throw out anyone they 
want. The only limit on this power is that they mustn’t illegally discriminate (see 
below). 

If you don’t leave when asked, or come back after being banned, you may later be 
charged by police with entering inclosed lands or remaining on inclosed lands 
(trespassing). If it’s a pub or some other place where alcohol is served you may be 
charged with failure to quit licensed premises. 

Banning you – can they do it? 
Shopping centre management, staff and security guards can give you a banning no-
tice, which prohibits entry to a specific area. A banning notice should explain the 
reason for the ban. 

There are no limits to the length of the ban. Banning notices generally range from 
one year to life. 

A ban from a business such as a shopping complex is legal because the private prop-
erty owner has the right to exclude whoever they want from their own privately-
owned place. 

You can lawfully be banned as long as the ban doesn’t break the anti-discrimination 
laws. 

Just because a ban is legal doesn’t mean it’s fair. The period of the ban is totally ar-
bitrary and young people are rarely given the opportunity to express their side of the 
story. Banning notices can have extremely harsh consequences especially in rural 
areas where shopping centres provide the main sources of employment and may be 
quite far from each other. 

If you do get a ban from a shopping centre or a similar place, and you want to do 
something about it, get in touch with a youth worker or a lawyer. These people may 
be able to help you to get the ban lifted or shortened. 
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Outside the building 
A private property owner can only ban you from their own property, for example, 
the actual building and any land they own around it (eg a car park). If the police or 
security guards ban you from being on public property near the business, they are 
probably exceeding their power. Get legal advice if this happens to you. 

If you have a bail condition which bans you from going near a shopping centre or 
other place, you might be able to change it (see Bail on page 250). 

What if you ignore the ban? 
If you refuse to leave the private space or ignore a banning notice, police – but not 
security guards – can charge you with entering or remaining on inclosed lands, 
which is sometimes called trespassing. This is a criminal offence and the only de-
fence is if you have a reasonable excuse for being on the privately-owned space. 
Reasonable excuses might include things such as it was an emergency or that you 
didn’t know you were banned. 

Other powers 
Although the management can set the rules, that doesn’t give them total power over 
you. Here are some extra things to know. 

Searching you – can they do it? 
The staff or security guard can ask to search your bags because that is usually one 
of the conditions of entry. However, any search can only happen with your consent 
(permission). If you don’t consent, all they can do is tell you to leave or ban you. 
They cannot force a search on you. 

Detaining you or arresting you – can they do it? 
Staff and security guards only have citizen’s arrest power (see Citizen’s arrests on 
page 187). 

shopping centre protocoL 

The Youth action and Policy association has developed a guide for people who 
wish to develop a local ‘shopping centre protocol’. a protocol is an agreement or 
understanding between different people and/or organisations – in this case, young 
people and shopping centre owners. 

The shopping centre protocol hopes to address issues such as: 

■	 improving young people’s access to public space as major users of shopping 
centres 
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192 Youth Justice: Your Guide to Cops and Court in NSW 

■	 establishing a grievance procedure allowing both parties (ie young people and 
shopping centre staff) to be heard 

■	 reducing crime such as graffiti and trespassing 
■	 developing guidelines for security guards to respond to different incidents in 

ways that are fair and proportional 
■	 ensuring that security guards interfere with young people only when really 

necessary. 

The guide can be accessed from the Youth action and Policy association website 
at www.yapa.org.au. 

Discrimination 
Shops, businesses and other service providers must not break anti-discrimination 
laws. They can’t treat you badly, throw you out or ban you just because: 

■	 you are young (except pubs, clubs etc can tell you to leave if you are 
under 18) 

■	 you are from a particular race or ethnic group 

■	 you have a disability (which may include a mental illness) 

■	 you are gay, lesbian or transgender. 

Cops and security guards working together 
Young people in shopping centres and malls are often watched by both the police 
and security guards. Cops and security guards often work as a tag team. Security 
guards don’t like to actually arrest people because of their lack of powers. Remem-
ber, non-police can only arrest you if they catch you committing a crime, not just if 
they suspect you. 

Security often ask you to ‘accompany them to the office’, then they call the police, 
and the police are the ones who actually arrest you. If you refuse to go with security, 
they might not arrest you and you can leave. But if they catch you red-handed with 
stolen goods or assaulting someone, they probably will arrest you. 

Can  a  security  guard  take  your 
photo? 

Sometimes security guards take photos of people. They sometimes do this to keep 
a record of people they have banned. Or they might do it to help the police catch 
someone they suspect of a crime. 

www.yapa.org.au
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smiLe for the camera! 

diego and his mates were hanging out on the steps of the cinema complex. Cinema 
security came out and told them to leave. one of the guards swore at them. When 
they stayed put, one of the guards got a camera and started taking their photos. The 
guard said that they were banned last month, and the photos would prove to the 
police that they had broken the ban. 

Later, diego asked a youth worker if the guards were allowed to do that. The youth 
worker rang the Legal aid hotline for under 18s. The children’s lawyer on the hotline 
said that the guards could take the photos, but diego and his mates could try to hide 
their faces. The police could charge them with trespassing because the steps of the 
cinema were private property and they had been told to leave. 

The lawyer also mentioned that the swearing security guard might be guilty of offen-
sive language, but the police probably wouldn’t charge the guard. 

The law doesn’t stop anyone from taking a photo of anyone else. Further, the pho-
tographer is always the legal owner of the photo. So the person whose photo was 
taken, like Diego, has no ownership or copyright over the image – they are not en-
titled to a copy of the photo, to destroy the photo, or even to know what happens to 
the photo after it is taken. 

The only right you have once your photo is taken is to be protected by the law of 
defamation. If a photo of you is published in a way that suggests something negative 
and untrue about you (eg your photo with a caption ‘teen gangs on the loose’) you 
may be able to take legal action. 

Although there are no laws to stop others from taking your photo, there is certainly 
no legal requirement for you to cooperate or pose for the shot! If a security guard 
is trying to take your photo, you can walk away or try to hide your face. If a security 
guard physically detains you or holds you down in order to take a photo, they prob-
ably have committed an assault, and you should talk to a lawyer. 

Complaining  about  security  guards 

How to make a complaint 
If a security guard has done something you believe is unfair, wrong or illegal, here 
are some steps you can take. 

■	 Complain to the organisation that employs the guard. This could be the 
shopping centre or the security company the guard works for. If the 
centre or company has its act together, it will have a system for dealing 
with the complaint that means you get a fair hearing. 
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■	 Some people who have been banned by shopping complexes have had 
the ban lifted after writing to the centre’s manager. Community Legal 
Centres, Aboriginal Legal Services and youth workers might help you 
with this (see Contacts on page 405). 

■	 Complain to the Security Industry Registry which is part of the NSW 
Police Force. The Security Industry Registry licences security guards, 
investigates complaints and can revoke (cancel) a licence. A lawyer or 
youth worker can help you complain if necessary. 

■	 If a guard does something illegal (eg assaults you or discriminates against 
you) you can complain to the police or to the Anti-Discrimination Board 
(see Contacts on page 411). The police could charge the security officer, 
or you could start a civil court case against them. Talk to a lawyer about 
these options. 

big bad nasties 

hannah was in a pub with her friend when it became obvious the publican 
and the other drinkers didn’t like her being there. The publican made offensive 
comments in front of the whole bar about tranny gender benders. When she 
complained to the publican, the bouncer assaulted her, causing serious injury, as 
he threw her out. 

When she complained to the police, they charged her with malicious damage for 
damaging the door that the bouncer threw her against. 

She went to her Community Legal Centre for advice. The lawyer said she could do 
several things: 

■	 Plead not guilty in court to the malicious damage charge. She might need 
witnesses, such as her friend, to support her story. 

■	 Try to get the bouncer charged with assault. The law says he can only use 
reasonable force, not cause her serious injury when she didn’t resist. Getting 
the police to charge him might take a lot of complaining to senior police and 
the ombudsman. 

■	 Complain about discrimination and vilification. She could go to the Anti-
discrimination Board and ask for an apology from the publican, ask for the ban 
against her and her friend to be lifted, or even ask for compensation money. This 
process could take a couple of years, and it may or may not work. 

■	 Sue the pub in a private civil action seeking compensation for assault, or make 
a victims compensation application to compensate her for her injuries. 

The lawyer offered to help her with this action if she decided to take it. 




