
Scams Awareness Week 2021 – partner presentation pack notes 

• Slide 1  

Welcome and introduction of your presenters 

We hope to raise your awareness of scams so that you can avoid them, or use your 
knowledge to help others. 

• Slides 2 - 5  

Activity to test scam knowledge. Can be done as a poll with attendees voting on 
each option, or simply raising their hands/calling out what they think the answer is. 

All of these are real examples and come from different accounts and devices so look 
slightly different depending on whether they came from an iphone, android phone 
etc. Remind attendees to just focus on the message itself.  

o Image A - this one is real 

o Image B – this one is a scam 

o Image C – this one is also a scam  

• Slide 6 – *reveal answers one by one using slide animations*  

o Image A was REAL –You will notice this is the only message of the 3 that has the 
mypo.st link format.  

o Image B was a SCAM. Cutt.ly is a link shortener that has been used in other 
scams that eventually take you to a page that asks for your credit card details. 
That’s not to say that all shortened links are scams, but it is unusual to receive a 
shortened link in this context.  

o Image C was also a SCAM. It also uses a bit.ly shortened link and contains a 
tracking number that is not normally supplied in the legit messages.   

• Slide 7  

Overview of Scamwatch 

• Slide 8  

Scamwatch has provided an overview of the top scam trends it is seeing at the 
moment. 

Phishing scams are the category being most frequently reported to Scamwatch at 
the moment. A driving factor of this is ‘flubot’ scams –  

Flubot is the term given to malware scams that infect your phone by enticing you to 
click on a dodgy link. There have been many different patterns with these messages, 
it might claim a number of things, a new voicemail, a parcel on the way, or 
something similar, to try and entice you to click on the link. But it is all a scam 
designed to steal your contacts and banking info. Have you received a message like 
this?  

You can ask attendees to raise their hands or call out if they have received a flubot 
message, or you can take a poll and have them vote virtually. 



• Slide 9 - *poll – have you received a flubot message?* 

You may have received one and didn’t think to report it. Scamwatch has had over 
18,000 reports and almost $11,000 in losses to these scams since August.  

• Slide 10  

The graphic provides a basic overview of how flubot scams work.  

Essentially, flubot scams work by enticing you to click a php link, claiming you have a 
voicemail to listen to or parcel to track. After clicking the link, you are invited to 
download and install software. Once installed, your device is infected with malware 
that can read the contents of your phone, including your contacts list. Your contacts 
are then sent to a master list of flubot text recipients and they may receive a similar 
scam text down the line. If you then use your phone to log in to online baking or 
make a payment online, flubot can steal your banking info. 

There are some more real examples of these ones later on in the slides so you can 
familiarise yourself with what they look like in order to detect and avoid them. 

• Slide 11  

Investment scams are also increasing at the moment and continue to be among the 
highest loss scams reported to Scamwatch.  

Losses to cryptocurrency investment scams in particular have been increasing. 
These usually just involve someone being enticed to buy crypto using a fake 
investment platform. Once they’ve put their money in, the fake website might even 
be sophisticated enough to show them that their investment is growing, this builds 
confidence and encourages further investment. Eventually though, when they try to 
withdraw their money, they suddenly can’t access the website and any brokers they 
may have been dealing with are uncontactable.  

It’s really important to vet any investment opportunities before putting money down 
and only invest as much as you’re prepared to lose.  

Dating and romance scams – losses tend to be very high due to the emotional 
manipulation element of dating and romance scams that can be used to extract large 
amounts of money from people. 

The excuses scammers will use to get someone to send them money in a dating and 
romance scam are endless – but usually involve wanting money to “come and visit”, 
for medical bills or for some other very personal and emotional reason.  

There has been an increase in ‘romance baiting’ – that starts off as a dating and 
romance scam but the victim is then lured by the person they are talking to into an 
investment scam. There is a case study of a real romance baiting scam to look at 
later so you can see how this works.  

• Slide 12  

Let’s take a look at some case studies. Hopefully you’ll be able to learn something 
valuable about detecting scams and the importance of talking to someone if you 
have suspicions, whether it’s for yourself, or whether you know someone who you 
are concerned may be getting involved in a scam. 



Take a poll of your attendees – did anyone buy a pet during lockdown? 

• Slide 13 - *poll – did you buy a pet during lockdown?* 

• Slide 14  

Well lots of people did buy puppies or other pets last year. Unfortunately, scammers 
knew that we were all stuck at home and that many people would be feeling lonely 
and looking for a companion during really uncertain times.  

Read over case study. 

It’s worth considering whether a conversation with someone could have helped avoid 
the scam. For example, while $1,850 is a lot of money, it’s actually relatively cheap 
for puppies in the current market. If someone in this victim’s life had asked them 
more about where they were getting the puppy from, that may have helped to 
uncover the scam before purchasing the dog, or before sending extra payments, and 
may have helped prevent the victim falling for this scam, or at least reduced the 
amount of money lost overall.  

• Slide 15  

Our next case study is a romance baiting scam. These types of scams can be 
particularly difficult to intervene in given the private and emotional nature of the 
relationship between the victim and the scammer. Scamwatch advice is do not take 
financial advice from someone unqualified or who you have only met online and if an 
opportunity seems too good to be true, it probably is.  

• Slide 16  

This is more of a positive news story – it’s an example of a recent website takedown 
the Scamwatch team did. 

Scamwatch received reports of $9,000 in losses to a website called Trade Capital FX 
in the month of May. People had been scammed after using the site to buy bitcoin. 
The website looked legitimate, but victims were unable to withdraw their profits after 
making initial investments or were asked to pay additional fees in order to have their 
funds released. Scamwatch decided to take action before anyone else fell for this 
scam. 

• Slide 17 – image of TradeCapitalFX 

Image of the website in question. 

• Slide 18 

Scamwatch investigated and determined that the website was a scam. There were a 
few signs that this site was dodgy: 

o The website was created in January 2021, but its ‘certificate of incorporation’ 
claimed copyright years of 2017 and 2020.  

o The address used on the website was not a real address.  

o The name of the company on the certificate of incorporation also did not match 
the company name displayed on the website.  



Scamwatch submitted all the evidence it had found and a summary of the complaints 
received to the website’s hosting provider and requested that the site be taken down 
in order to prevent any further fraud to Australian consumers. 

The website hosting provider accepted the evidence and actioned the request, 
quickly removing the website.  

While this doesn’t help get the money back for the victims who did get scammed on 
this site, it does help prevent others going through the same thing.  

You should carefully vet any investment opportunity using legitimate sources, but 
this can be difficult to do with bitcoin investments. Many people who were scammed 
by this site originally met their ‘broker’ through Instagram or similar, so our number 
one tip would really be don’t take investment advice from someone you met online. If 
you are considering something and you’re unsure how to tell if its legit, talk to 
someone and ask a few questions before putting any money down. 

• Slide 19 

More examples of flubot texts – the scammers adapt quickly and change the 
messages regularly before people can catch on. 

These examples are all scams, none of these are legitimate.  

You could ask your attendees here whether they can recognise any signs that these 
might be scams and get people to call out some answers.  

There are some tell-tale signs that these are scam messages.  

o The link doesn’t appear to be at all related to what the message is supposed to 
be about. If you get a message from Amazon with parcel tracking link, the link 
should at least have Amazon’s website domain somewhere in it!  

o Spelling mistakes – not always as obvious as the top middle example, but subtle 
spelling errors can be a giveaway, like an i replaced with a 1, etc.  

o You should never have to install software to be able to view or track a voicemail 
or delivery – so if you do click a link and are prompted to do so, just know that it’s 
a scam and stop there.  

• Slide 20 

Brief overview of what Scamwatch does with regards to scam disruption. In addition 
to website takedowns, there’s also a whole lot of other disruption work going on 
behind the scenes in collaboration with other government agencies and the private 
sector.  

Scamwatch uses the information it receives through reports to identify emerging 
scam trends and repeat offenders, which can then be referred for further action. 

Scamwatch shares information with government agencies and law enforcement in 
order to target specific scams and issues. You may be aware that there are other 
agencies in the fraud and cybercrime space, and Scamwatch works closely with 
them to identify and stop scammers.  



Scamwatch also regularly shares information with the private sector including telco, 
tech, banks and many other businesses on an ad-hoc basis to help tackle scams as 
they emerge.  

For example, when Flubot scams started emerging, Scamwatch worked with private 
industry (Telcos and the companies that were being impersonated such as AusPost 
and Amazon) to:  

o Get warnings and alerts to consumers 

o Develop advice for people whose devices had been compromised, and  

o Share intel on which numbers were being used to scam people and any repeat 
offenders. 

• Slide 21  

Scamwatch has a big focus on consumer awareness and education. When it comes 
to scams, prevention is better than a cure. If people are educated about scams and 
aware of them, they are less likely to fall for them. 

Overview of activities Scamwatch does in this space: 

o Scams Awareness Week. This is an annual campaign dedicated to raising 
awareness of scams. It’s a large scale collaboration with government and the 
private sector, with over 300 partners participating this year to help spread the 
word. More on this later in the slides. 

o Targeting Scams Report - an annual report that we put out each year outlining the 
scam trends from the previous year. 

o Scamwatch Radar alerts – you might know about these already, but it’s the 
Scamwatch email alert system where you can sign up to receive monthly 
updates.  

o The Little Black Book of Scams is a great quick reference guide to scams – it’s 
short, easy to read and available in 10 languages.  

o Media is another tool we use to get our message out there. We put out daily 
alerts on Twitter @scamwatch_gov, we put out monthly media releases on 
trending scams and we receive coverage through traditional media outlets as 
well, you may have seen our Deputy Chair Delia Rickard on TV talking about 
scams from time to time.  

These are just the team’s key projects throughout the calendar year and Scamwatch 
have an ongoing commitment to our awareness raising work.  

• Slide 22 

When it comes to scams, as we’ve already mentioned, prevention is better than a 
cure. It can be difficult to recover money lost to a scam, and even more difficult to 
recover your identity if your personal info is stolen.  

The number one way you can prevent scams is by talking about them. We 
recommend using the T A L K method. 

Go over the talk method with your attendees. 



 

• Slide 23 

In terms of reporting scams and where to get help, if you or someone you know has 
been scammed you can: 

o Report to Scamwatch https://www.scamwatch.gov.au/report-a-scam even if you 
didn’t fall for it.  

o If you have lost money to a scam, contact your bank or financial institution as 
soon as possible - the Australian Banking Association provides a summary of 
steps for consumers when making a complaint to their bank. If you are not 
satisfied by the response from your bank, you can make a complaint to the 
Australian Financial Complaints Authority.  

o If you have lost personal information or you are concerned your identity may be 
compromised, you can contact IDCARE for free support on 1800 595 160. 

o Consider contacting the platform on which you were scammed to report the scam 
– for example Facebook has its own scams complaints page - 
https://www.scamwatch.gov.au/get-help/where-to-get-help#report-scams-to-
facebook-services we encourage you to consider doing this, it might help to get a 
scam listing removed and avoid others falling for the same scam in the future.  

o Getting scammed can be a very confronting experience, even if there was no 
money lost, so if you or someone you know is experiencing anxiety, emotional 
concerns or distress about scams, contact Lifeline on 13 11 14 24 or Beyond 
Blue on 1300 22 4636.  

• Slide 24 

As mentioned before, Scams Awareness Week is a national campaign by the Scams 
Awareness Network, a group of Australian and New Zealand government agencies 
with a responsibility for consumer protection and policing in scams, cyber safety and 
fraud.  

The network aims to reduce the impact of scams by raising awareness and 
encouraging the public to talk about scams and report them.  

Each year, Scams Awareness Week has a different focus and is delivered in 
collaboration with a large number of partners, including government, industry, 
consumer groups, small business and big business. This year, the campaign will run 
from 8 – 12 November and our focus is ‘let’s talk scams’ – aimed at getting people 
talking and help reduce that stigma around scams.  

Scams Awareness Week is a really fun initiative and there are lots of online 
resources and activities you can access throughout the week to help increase your 
awareness of scams. There are also conversation starters, case studies and tips to 
help you talk to others about scams. 

• Slide 25 

You can get involved by: 

o Visiting the Scamwatch website, downloading the campaign resources and 
participating in the activities.  

https://www.scamwatch.gov.au/report-a-scam
https://www.ausbanking.org.au/for-customers/how-to-complain/
https://www.afca.org.au/
https://www.scamwatch.gov.au/get-help/where-to-get-help
https://www.scamwatch.gov.au/get-help/where-to-get-help


o You could post some posters or flyers around the office, or host a scams 
awareness morning tea.  

o Use the Scams Awareness Week background for your virtual meetings 
throughout the week – this is a great conversation starter! 

o Follow Scamwatch on Twitter if you have it - @Scamwatch_gov and share the 
Scams Awareness Week content or tag Scamwatch in what you’re doing for 
Scams Awareness Week.  

o And of course, if you’re really going to get into the spirit of the week, you should 
TALK to someone you know about scams and employ the TALK method we 
spoke about earlier! 

• Slide 26  

Thank you everyone, we hope you’ve learned something and we look forward to 
seeing what you do for Scams Awareness Week!  

 


